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Cnucok cokpawieHnmn

vGate R2

AD Active Directory — cnyxb6a katanoros MS Windows

DNS Domain Name System (cucTtema LOMEHHbIX MMEH)

iSCSI Internet Small Computer System Interface — npoTtokon gns ynpasneHus
CUCTEMaMM XpaHEHUS 1 nepeaayn AaHHbIX Ha ocHose TCP/IP

vCenter LleHTpann3osBaHHOe cpeAcTBO ynpasneHuns ESXi-cepsepamun n
BMPTyaSbHbIMK MaLLMHAMM

vCSA vCenter Server Appliance — BUpTyanbHbIi MOAYb C YCTAHOBIEHHbIM
cepsepoM vCenter 1 CBA3aHHbIMK C HUM Cnyx6amm

PSC Platform Services Controller — koMnoHeHT, obecneunBarowmin paboty
cnyx6 BupTyanbHon nHdpacTpykTypbl VMware

ABM AAMWUHUCTPATOP BUPTYasibHON MHQPACTPYKTypbl

AVB AaMnHucTpatop nHdopMaLnoHHON 6e30nacHoOCTU

AC ABTOMaTM3MpOBaHHasA cucTema

BA Ba3sa gaHHbIX

BM BupTyanbHasa MawmHa (aHrn. — VM)

FnasHbii AUB

naBHbI agMUHUCTPATOp MH@OPMaLMOHHON 6e3onacHoCTH

NHdopmaunoHHas 6e3onacHoCcTb

KLU KoHTponb uenoctHoctn

HCAO HecaHKUMOHUPOBaAHHbIA JOCTYnN

ocC OnepaunoHHas cncrema

o3y OnepaTnBHOE 3anoMnHaloLLee yCTPONCTBO
no MporpamMmHoe obecneyeHne

neg [MpaBuna pasrpaHnyeHns aocTtyna

CBT CpencTBa BblMUCINTENTBHON TEXHUKMN

C3un CpencTBo 3aWwmTbl UHGOpMaLNm

cxa CuncTtema xpaHeHus AaHHbIX (aHrn. — SAN)
uny LleHTpanbHOE NpoLeccopHOe YCTPONCTBO

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS
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BBeaeHue

AKTyanbHasi BEpCcUA 3KCnJiyatallMOHHOW AOKYMeHTauMu Ha nsgenuve "Cpep-
CTBO 3awmTbl MHPoOpMauun vGate R2" HaxoaMTCA Ha caTe KOMMNaHUM No

aapecy https://www.securitycode.ru/products/vgate/.

MocnepHioo Bepcuro Release Notes MOXXHO 3anpocuTb MO 3J/1IEKTPOHHOMN

noute vgateinfo@securitycode.ru.

[aHHoe pyKoBOACTBO NpeAHa3sHavyeHo Ana agMUHUCTpaTopoB nlgenus "Cpeacrso 3a-
wuTbl nHdbopmaumm vGate R2" RU.88338853.501410.012 (pmanee — vGate).
B pokyMeHTe cogepxartcs obuwine cBefeHWS O HasHa4dYeHMn U YHKLMOHANbHbIX
BO3MOXHOCTSX vGate.

JokyMeHT npeaHasHadeH ansa vGate sepcuun 4.4.

YcnoBHble B pykoBoACTBE ANs BblAENEHUSA HEKOTOPbIX 3/IEMEHTOB TEKCTa WCMO/b3YeTcsa paf
0003HaYeHus YC/10BHbIX 0603HAUYEHNIA.

BHyTpeHHME cCbifikM 06bIYHO CoAepXXaT yKasaHMe Ha HOMEP CTPaHMLbl C HY>XHbIMU
cBepgeHnsaMU. CcbiIkKM Ha Apyrve AOKYMEHTbl MM UCTOYHMKM MHbOPMauMn pasMme-
LLLALOTCS B TEKCTE MPUMEYAHUIA USIU Ha NONIAX.

BaxxHas v gonosHuTeNbHas nHbopMauus ocbopMieHa B Buae npumedaHmii. CteneHb
BaX>XHOCTU COLAEPXALLNXCA B HUX CBEAEHWN I 0TO6paXkatoT MMKTOrpaMMbl Ha NONsX.

e Tak 0603HauaeTcs AOMNONHUTENbHAas WHQOpPMaLKUs, KOTopasi MOXET CoaepXaTb
npuvMepbl, CCbIJIKU Ha APYrMe A0KYMEHTbI UK ApYyrMe YacTu 3TOro pyKoBOACTBA.

e Takoli MUKTOrpaMMoli BblAeNsieTca BaXHas MHdopMauusl, KoTopyto Heo6xoaMMo
NPVHATb BO BHUMaHMe.

e OJTa NMKTOrpaMMa cornpoBOXAaeT MHOPMaLMIO MpeAoCTeperatoLLero Xxapakrepa.

oBp

WUcknioyeHua. MpumeyaHns MOTYT He COMPOBOXAATHCA MUKTOrpamMMamn. A Ha Monsx, MOMMMO MUKTO-
rpaMm npumeyaHuit, MoryT GbITb NPUBEAEHBI U ApYrie rpaduueckie aneMeHTbl, HanpuMep, M3obpaxeHus
KHOMOK, IeNCTBUS C KOTOPbIMM YNOMSIHYTbI B TEKCTE PACMONIOXEHHOTO psifoM ab3aua.

Opyrue CalT B MHTepHeTe. Bbl Moxere nocetntb canT komnaHum "Kop BesonacHocTun"
UCTOUYHUKMN (https://www.securitycode.ru/) nnmM cBa3aTbCcs C MpeacTaBUTENS MU KOMMAHUKU MO
VIHd)opMaLWIVI 3/IEKTPOHHOM NoyTe support@securitycode.ru.

YuyebHble Kypcbl. OCBOMTb annapaTHble 1 NporpaMMHbIe NPoAyKTbl koMnaHum "Kog
Be3onacHOCTM" MOXHO B aBTOPU30BaHHbIX y4YebHbIX LieHTpax. MNepeyeHb y4ebHbIX
LEeHTPOB W  ycnoBus  0By4vyeHUss nNpeacTaBfieHbl Ha  caliTe  KoOMMaHwuu
https://www.securitycode.ru/company/education/training- courses/ . CBsizaTbCs C
NnpeacTaBUTENIEM KOMMAHWM MO BOMpPOCaM opraHu3aumm obyyeHuss MOXHO Mo 3/eK-
TpoHHOWM nouyTte education@securitycode.ru.
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vGate npepgHasHadeH Aans obecneyeHns 6e30MacHOCTM  BUPTyanbHOW WHpa-
CTPYKTYpbl, PasBEPHYTOM C WCMOSIb30BAaHWEM CUCTEMbl BuUpTyanusauumm VMware
vSphere.

anIHLI,VIﬂbI n cpeanctBa 3allunThbl

3awura cpeacTB ynpaBneHus BUPTYyanbLHON UHCPACTPYKTYpOu

K cpefcrtBam ynpaBneHus BUPTyanbHON MHMPACTPYKTYypO OTHOCATCS

ESXi-cepBepbl, NpegHa3Ha4YeHHbIe ANs 3anycKa BUPTYyanbHbIX MalluH.

Cepsepbl vCenter (vCSA), npeaHasHayeHHble A8 LEeHTPaaM30BaHHOIO yrnpas-
JNIeHNS BUPTYyanbHOM MHMPaCTPYKTYpoi.

vSphere Host Client — Beb6-knneHT, NpegHasHa4YeHHbIA 4NS yrpaBneHus cep-

Bepamm ESXi.

CpenctBa, npegHasHayeHHble Ans 06cnyXmBaHna UHQPaCTpyKTypbl, Hanpumep,
VMware Consolidated Backup, VMware Update Manager, vCenter Server

Appliance.

CTOpOHHME CpeaCTBa MOHUTOPUHIA U YNPaBieHnsa MHGPaACTPYKTYpoil.

KomnpomeTaumsi nobbiXx M3 3TUX 3/1EMEHTOB MOXET MPUBECTU K KOMMpOMeTauuu
rpynnbl BUPTYasbHbIX MAallWH UKW BCEN BUPTYasibHON MHMDPACTPYKTYpbl.

Cpeacrtea ynpasfieHUs BUPTyanibHON MHMPACTPYKTYpPOM pa3MeLLatoTCcsl BHYTPU nepu-
MeTpa, 3awmwaemoro vGate. [ins obecneueHns mnx 3awmTbl oT HC B vGate npeay-
CMOTpEHbI criegytolme GyHKLnn.

DyHKUMA

OnucaHue

AyTeHTuduKaums
cy6beKToB gocryna

AyTeHTUdUKALMS NONb30BaTeeN 1 KOMMbIOTEPOB, KOTOPbIE
MbITALOTCA MOMYYUTb AOCTYM K 3aLUMLLIAEMbIM 06 bEKTAM,
OCYLLECTB/ISIETCS MO MPOTOKO/AM, HEYYBCTBUTESbHbIM K
MonbITKaM nepexsara naposnei 1 NpeaoTspallalowmm
BMELLATENbCTBO B Nepeaady AaHHbIX

AncKpeLunoHHoe
pasrpaHnuyeHue gocryna
K cpeacTBaM

ONCKpeunoHHoe pasrpaHnyeHme ocTyna K 06bekTaM, KoTopble
pa3MeLleHbl BHYTPY 3alUMLLAEMOro NepuMeTpa, OCYLLECTBIISIETCS
Ha OCHOBE 3aAaHHbIX CMIUCKOB YrNpaB/ieHusl AOCTYNOM U

ynpasneHus napameTpoB coeAnHeHuns (NpOToKosoB, NopToB). CeTeBow

BUPTYyaJ/ibHOM Tpaduk Mexay ayTeHTUIULMPOBAHHbBIMU CYbbeKkTaMm n

UHdpacTpykTypon 3awmLiaemMbiMm 06 beKTaMm NOAMNMCHIBAETCS, TEM CaMbIM
obecneunBaeTcs 3awWwmTa OT atak Tuna Man in the Middle B
npouecce CEeTeBOro B3anMoaenCcTans

OrpaHuyeHue MonHomouns AVIB no ynpaeneHuto BUpTyanbHOM

nonHomoun AUB
no ynpas/ieHUIo
BUPTYaJZIbHOMN
UHdQpacTpyKTypoi

WHMPaCTPYKTYPOM OrpaHNYeHbl TONTbKO BO3MOXHOCTbIO
NpoCMOTpa KOH(Urypaumm 31eMeHTOB BUPTyanbHOM
MHdpacTpykTypsbl. Mo ymonyaHuto AUB He nMeeT gocTyna K
AvckaMm BM n He MOXeT NonyunTb AOCTYN K HaxoAsLWencs Ha HUX
KOHMAEeHUnanbHoM nHpopmaunmn. NMaponen ABW oH Takxe He
3HaeT, NOCKOJIbKY OHM B 06513aTeNbHOM NopsaKe A0NXKHbI 6bITb
n3MeHeHbl AB/ npu nepBoM Bxoe B CUCTEMY.

Takum obpaszom, AUb He MMeeT BO3MOXXHOCTWN MPON3BOANTL
NOTEHLUMANbHO OMNacHble AeNCTBUSA C BUPTyarbHOMN

MH@paCTpyKTypom

KoHTponb geiicreumn
ABU

B vGate peannsoBaHa BO3MOXXHOCTb KOHTpoONS aericTeuii ABU Ha
YPOBHEe OTAENbHbIX KOMaHA ynpasieHns BUpTyanbHOM
MHMPacTpyKTypon

vGate R2
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DyHKLUUA

OnucaHue

BnokupoBaHue gocryna
yepes3 Be6-uHTepdeinc
B 3alyMLlaeMbli
nepuMmeTp

B03MOXHOCTb AOCTYyNa 13 BHELWHeN ceTn Yyepes 6paysep K
3/1eMeHTaM ynpasfieHns BUPTyanbHON MHPPaACTPYKTypor

3abnokvposaHa. MNpu HeobxoANMMOCTN AOCTYN Yepes Beb-

nHTepdenc moxet 6bITb paspewleH AUB

Ynpasnsiemblie
naposibHble NOJINTUKHN

YnpasnsieMmble NnaposibHble NOINTUKM NMO3BONSOT 06ecneunTs
cobntopeHne otpacnesBblix TpeboBaHMI K MaposibHON 3aWwmuTe

MonHoMo4yHOE
ynpasJjieHue focTyrnom
K KOHdMaeHUManbHbIM
pecypcam

®YHKUMSA NONTHOMOYHOrO yrpasaeHnsa 40CTYNOM NO3BOMSET
obecneunTb 60nee rpaHyNIMpPOBaHHbIN AOCTYN (MO CPaBHEHUIO C
AVNCKPELMNOHHbBIM pasrpaHuyeHmnem AocTyna) K
KOHMUAEHLMaNbHbIM CBEAEHUSAM

BnokupoBaHue no6oro
cereBoro rpadumka co
CcTOpoHbl BM k
cpeacrsaM ynpas/ieHus
BUPTYyas/ibHOW
UHdpacTpykTypon

Ob6ecneumBaeT 3aWmTy CPEACTB YNpaBieHns BUPTyanbHON
MH@pacTpykTypor ot HC] CO CTOpOHbI CKOMMPOMETUPOBAHHOM
BMPTYyaSIbHOW MalUUHbI

dunbTpauma ceTeBoro
Tpadmka k vCenter
BHYTPM CeTH

Ha vCenter ycTaHaBnMBaeTCs KOMMOHEHT 3alumThl,
obecneunBaroWmin punbTpaunto Bxoasiero Tpadmka.
dyHKUMS 0becneynBaeT 3almMTy OT HECAHKLUMOHMPOBAHHOIO

nporpaMMHoOI cpeabl
ESXi-cepBepa

AaAMWUHUCTpUpPOBaHUA aoctyna ABU k cpeacTtsam ynpasieHns BUPTyanbHON
MHMPacTPYKTYpOM BHYTPU CETU aAMUHUCTPUPOBAHMUS

O6ecneveHune CnMCOK NCMOMHAEMbIX MOAYEN, KOTOpble MOrYT 6bITb LUTATHO

AOBEpPEeHHOoM1 3anyLeHbl Ha ESXi-cepBepe, orpaHuyeH WtaTHbIMU MOAYNSMU

ESXi n wratHbIMn moaynsamu vGate. Mpwn Heobxoanmoctn AUB
MOXEeT pacLUMpUTb CINCOK NPOrpamMM, paspeLleHHbIX A5
3anycka Ha ESXi-cepBepe

KoHTponb
MOHTUPOBaHUA
ycrpoicrB k ESXi-
cepBepy

KOHTpOMb MOHTMpPOBaHUA YCTPONCTB K ESXi-cepsepy
rapaHTUpyeT HEBO3MOXHOCTb MPUCOEANHEHNS K XOCTY
NepeHOCHbIX YCTPOMUCTB, Takmx kak USB-dnew-HakonuTenb

MexaHu3MbI 3aWUTbI BUPTYanbHbIX MallUH

[ns obecnevyeHuns 3awnTbl BM n aaHHbIX, 06pabaTbiBaeMbiX Ha HUX, NpeayCMOTPEHbI

cnepyowme yHKUmu.,

DyHKLMA

OnucaHue

KoHTponb uenocrHocru
BM 1 noapo6HbIi
ayaAuT U3MEeHeHun

B KOH(MUIrypauMoHHOM
cdaiine

DYHKLMSA KOHTPONSA LLEeNOCTHOCTU, BKTHOYAOLLAs KOHTPOb
LLeNnI0CTHOCTU HacTpoek BM nepep ee 3arpy3koi, CHMMKOB BM un
obpasza BIOS BupTyanbHOM MalLMHbI, @ TaKXXe KOHTPO/b
uenocTtHocTu wabnoHos BM, 6nokupoBaHue onepaunii
yaaneHus BM v koHBepTauum BM B wabnoH. ®yHkuuns
obecrneunBaeT AOBEPEHHYIO MPOrpaMMHyto 3arpysky BM.
KoHTposb LenoctHocTn BM ocHoBaH Ha HEM3MEHHOCTHU
KOHTPOMbHbIX CYMM. BMecTe C KOHTpPONeM LenoCTHOCTH
BKJ1OYAETCA TaKXe NoAPOOHbIN ayauT U3MEHEeHU B vmx-danine
3awmiaemort BM ¢ BO3MOXXHOCTbIO OTKIOHEHUS U3MeHeHUI (Npu
HeobxoAMMOCTH).

®yHKUMN peann3oBaHbl B paMKax NoamMTMkK 6e3onacHocTu

YTBepxaeHuve
U3MEeHEeHMUA
KOHdwurypaumm BM
y AUBb

Mpun nameHeHnn KoHdMrypauum y BM ¢ BK1OUYEHHbIM KOHTPONEM
LLe/TOCTHOCTU MEHSAITCH KOHTPOJIbHbIE CyMMbl. Y AUB ecTb
BO3MOXXHOCTb MPUHATb NN OTK/TOHUTb U3MEHEHUS
KOHdUrypauum BM. MNpun NpUHATUN U3MEHEHWNIA KOHTPObHas
cyMma BM nepecunTbiBaeTcA

3anper cos3pgaHuA
cHumMkoB (take
snapshot)

DyHKUMSA NPUMEHSETCS A5 NPOTUBOAENCTBUSA HapyLUEHUIO
LLenocTHOCTN paboTbl cucTeM, obpabaTbiBaloWmnx AaHHble
orpaHuyeHHoro focTyna. Peanu3soBaHa B paMkax nofanTmK
6e3onacHocTn

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS
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DyHKLUUA

OnucaHue

3anper K1OHUPOBaHMUSA
BM

®YHKLUNSA NO3BONMSET OrPaHUUNTL HECAHKLMOHNPOBaHHOE
KoMMpoBaHWe (KNOHWPOBaHWE) BUPTyanbHbIX MaLUWH,
06pabaTbiBaloLLMX AaHHbIE OFPaHUYEHHOro A0CTyna.
PeannzoBaHa B paMkax nosnTMk 6e30nacHocTu

Ouucrka namsatm BM

DyHKUMSA rapaHTUpPYET OTCYTCTBME OCTAaTOYHOM MHGOopMaunmn ob
obpabaTbiBaeMbIxX AaHHbIX B NamMsiT BM. Bo3aMoxHa Kak
OfHOKpaTHas!, Tak W AByKpaTHasi ouncTKa namsatn. GyHkums
peanvsoBaHa B pamMKkax nonnTtuk 6esonacHocTu

3arupaHue
OCTaTO4HbIX AAHHbIX
Ha CX/[ npu yaaneHuu
BM

DyHKUMSA rapaHTUpPYyeET OTCYTCTBME OCTAaTOYHOM MHGOopMaumnmn ob
obpabaTbiBaeMbIX AaHHbIX Ha XXECTKUX ANCKaxX Nocne yaaneHus
BM. 3aTnpaHune ocTaTouHbIX AaHHbIX MOXET BbINOMHATLCS
NOCpeACcTBOM 3anNnCK Hy/eBbIX 3HA4YeHU (OAHOKPaTHOW Unn
ABYKpaTHOI). Peann3oBaHa B paMkax NonmMTuk 6esonacHocTn

KoHTponb
noakJIloYaeMbixX
YCTPONACTB

®DyHKUWS NO3BONSIET OFPAHUYNTb BO3MOXHOCTb
HeCaHKLMOHMPOBAHHOI0 KOMMPOBaHWUS AaHHbIX ¢ BM
NoCpeACTBOM NMOAKITOYEHUS BUPTyanbHbIX YCTPONCTB.
PeanunsoBaHa B pamMkax nonnTMk 6esonacHocTu

OrpaHunuyeHue gocryna
K KOHconu BM

DyHKUMSA NO3BONSAET 3a4aTb 6onee CTporue npasuna 40CTyna K
otaencHom BM, 3361'IOKVIDOBaB AOCTYyn K €€ KOHCONU.
PeanusoBaHa kak npuBuiernsa nonb3osaTtens

OrpaHuyeHue
ckaumBaHusna ¢daiinosB

C MOMOLLbIO AAaHHOr0 MEXaHM3Ma MOXXHO OFPaHUYNTL KPYT JINLL,
KOTOPbIM paspeLLeHo 3KCNopTMpPoBaTh daiibl BM. MexaHnsm

BM peann3soBaH Kak NpuBUNernda nosib3oBartens

I'IpaBMna MCNONb30BaHUSA JIULEH3UN

B vGate BO3MOXHbI cneayoLwme BapuaHTbl IMLEH3MPOBAHNS:

e vGate Standard;

e vGate Enterprise;

e vGate Enterprise Plus.

[Ons Kaxaon 13 3TUX pefakunin nmueHsus npunobpetaetca Ha onpeaeneHHoe Konu-
yecTBo unsnyeckmnx npoueccopos (sockets), yctaHoBNeHHbIX Ha 3awmuiaeMbix ESXi-
cepsepax. Pegakunm vGate pasnnuatotcs GYHKUMOHANbHLIMU BO3MOXHOCTSAMU (CM.
crp.15).

Ona o3HakomneHunsa c MO vGate B 4eMOHCTPaLMOHHOM pexunme HeobxoanM KoY ak-
TuBauunmn. Ytobbl NOAYyUMTb KAOY aKkTMBaLMKM 415 AEMOHCTpaLMOHHOM Bepcmmn vGate,

OTNpaBbTE 3aMnpoc C YKa3aHMeM pefakLMW U CpoKa AEUCTBUS NNMLIEH3UM MO aapecy
vgateinfo@securitycode.ru.

MpumeyaHue. Ha ykasaHHbIA NOYTOBLIA aapec Bbl TaKKe MOXETe OTNPaBNsiTb CBOM BOMPOCHI M MO-
XenaHusl, cBsi3aHHble ¢ paboToi vGate. Bonpocsl, cBS3aHHble C TEXHUYECKON NOAAEPXKKOIA, HeoBXoanmMo
0TNpaBnATL N0 agpecy support@securitycode.ru.

[na ucnonb3oBaHunsa vGate No ncTeuyeHnm AeMOHCTPaLMOHHOro Nepnoaa cneayeT npu-
06pecTv IMLIEH3UIO U 3aPerMCcTpMpoBaTh MOYUYEHHbINW KNOY aKTUBALMKU B KOHCOMN
ynpaeneHus vGate. Knoum akTuBauum MoryT 6biTb Kak 6eccpoyHble, Tak U orpa-
HMUYEHHOro cpoka aeictema. CBeAeHUa O CTaTyce TOro MM MHOMO Koya oTobpa-
)aOTCsA B KOHCOMM YN paBieHuUs.

vGate R2 8
PykoBoacTBO agMMHMUCTpaTopa. [pnHumnbl GYHKUMOHMPOBAHUS
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Apxutektypa vGate

KoMnoHeHTbI vGate

vGate R2

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS

KoMnoHeHTbl vGate n nx yHKUnM NpuBeaeHsl B TabnunLe HMxe.

KoMnoHeHT DYyHKLUMN
CepsBep e AyTeHTUdMKaLMS NONb30BaTENEN N KOMIMbIOTEPOB.
aBTopu3sauuun e PasrpaHuyeHune gocTyna K cpeacTsaM ynpasieHns BUPTyanbHON

MHMPacTpyKTypOn.

Pernctpaumns cobbimnii 6e3onacHocTu.

XpaHeHue AaHHbIX (YyYeTHOM MHGOpMaUnK, XXYpHanoB ayamTta un
KOHurypaumm vGate).

Pennukaunsa gaHHbIX (MpU HanM4MmM pe3epBHOro cepeepa).
CMHXPOHM3aUMs HaCTpOeK CEpBEPOB aBTOPM3aLnN.
ABTOMaTMyecKoe pa3BepTbiBaHWE KOMMNOHEHTOB 3almnTbl vGate Ha
ESXi-cepBepax

Pe3epBHbIN

XpaHeHue HacTPoeK M CrMCKa Mosib30BaTesen.

cepBep e Pennukaums gaHHbIX.

aBTopusauuun e B03MOXHOCTb 3aMeHbl OCHOBHOrO cepBepa npu cboe
AreHT e UNpeHTndukaumsa n ayteHTudukaums nonb3osatens.
ayTeHTUdUKaummn e MaeHTMdMKauma n ayTeHTUdunKaumsa KoMnbetotepa.

KOHTpONb LEeNoCTHOCTU KOMMOHEHTOB areHTa ayTeHTudukaumm.
Bbi6op ypoBHS ceccun npu paboTte ¢ KOHpUAEHUManbHbIMU
pecypcamu (Npu BKTHOYEHHOM KOHTPOJ1E YPOBHS CECCUN).
Pernctpaums cobbitnin 6e3onacHoCcTH

Moaynm 3awmTbl
ESXi-cepBepa

KOHTpONb LenoCcTHOCTN U A0BepeHHas 3arpy3ka BM.
KOHTpOnb LLeNoCTHOCTN MOAYEN U HacTpoek vGate.
Pernctpaumns cobbimnii 6e3onacHocTu.

3awmTa ot HCl BHYTpM CETU agMUHUCTPUPOBAHMSI.
KOHTpONb MOHTMpPOBAHWS YCTPONCTB.

Ob6ecneyeHne 4OBEPEHHOM NpOrpaMMHON cpeabl

KoMnoHeHT
sawmTbl vCenter

3awwmTa ot HC/] BHYTpUM CETU aAMUHNCTPUPOBAHMSI.
YnpasneHue ounbTpaumen sxoasiiero Tpadmka

KoMnoHeHT
3awmnTtbl PSC

3awmTa ot HC BHYTpUY CETU aAMUHUCTPUPOBAHUSA

KoHconb
ynpaBJjieHus

LleHTpanusoBaHHoe ynpasneHue vGate.

YnpaBneHue y4yeTHbIMM 3anmcsamMm nosib3oBaTenen U KOMMbioTEPOB.
HasHaueHne npas AoCTyNa K 3awwmLiaembiM obbekTaMm.

YcTaHoBKa 1 HacTpoWMKa KOMMOHEHTOB 3awmTbl ESXi-cepsepos,
cepsepoB vCenter.

HacTpoika nofHOMOYHOro ynpasieHns 40CTYrNoM.

HacTtpoiika nonMtMk 6€30nacHOCTM 3amLLiaeMbiX 06 bEKTOB.
PacueT KOHTPOMbHbIX CYMM KOHUrypaummn BM.

HacTpolika n npocMoTp >XypHanoB perncrpaunmn cobbitmi

Beb6-koHCONb

HacTtpoika npasun ¢punbTpaunm ceteBoro Tpaduka.
MOHUTOPUHT cObbITNIA 6€30MacHoCTH.

HacTpoika n npocMoTp XypHasoB perncrpaumm cobbimuin u
oT4YeTOB

CepBep C6op n koppensaums cobbiTniA BUPpTYanbHON MH(paCTPyKTypbl
MOHMTOPUHIa

Cpeacreo DopMMpOBaHMeE OTHETOB O COCTOSIHMW NapamMeTpoB 6e30nacHOCTH
npocMmorpa BUPTYanbHOM MHMPACTPYKTYPbl, MPOU30LIEALNX COBBbITUAX U
oTyeToB BHECEHHbIX B KOH(UIypaLmMto U3MEHEHUSIX
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KoMnoHeHT DYyHKLUMN

Cny»x6a YcTaHoBKka areHToB vGate Ha 3awmuiaemMble ESXi-cepsepbl
pasBepTbiBaHUA

vGate

BapMaHTbl pa3smMmelieHnsa KOMNoOHeHTOB

KoMnoHeHTbl vGate MoryT pa3MelLaTbCs Cneayowmm o6pasom:

KoMnoHeHT BapuaHTbl pa3MmelleHns

Cepsep BbliaeneHHbI KOMNblOTEp (yCTaHoBKa Ha BM gonyckaetcs, HO He
aBTOopM3auum peKoMeHAayeTCs)

Pe3epBHbIN BbliaeneHHbI koMnbloTep (ycTaHoBKa Ha BM gonyckaercs, HO He
cepsep pekoMeHAayeTCcs)

aBTOopu3aumm

AreHT Pabouee mecto ABU, pabouee mecto AUB (ecnn pabouee mecto AVB BO

ayTeHTU(PUKaLMM | BHELLHEM NEPUMETPE CETU aAMUHUCTPUPOBAHMS), CEpBEPbI CEPBUCHbBIX
cnyx6 (DNS, ADuT. 4.)

Moaynu sawmTbl ESXi-cepsepbl
ESXi-cepBepa

KoMnoHeHT Cepsep vCenter

3awmtbl vCenter

KoMnoHeHT Cepsep Platform Services Controller

3awmTtbl PSC

KoHconb CepBep aBTOpM3auunm (ecnm pabouee mecto AUB Ha cepeepe
ynpas/sieHus aBTopu3aummn), paboyee mecto AUB

Cpeancreo CepBep aBTopu3aumm (ecnm pabouee mecto AUB Ha cepBepe
npocMoTpa aBTopu3aumn), pabouee mecto AV

oT4yeToB

Cnyx6a CepBep vCenter

pa3BepTbiBaHus

vGate

CepBep BupTyanbHasa mawmHa

MOHMUTOpPUHIa

CepBep aBTOpM3aLIMM YCTaHABNMBAETCA Ha CeLManbHO BblAENEHHbI AN HEFrO KOM-
nbtoTep. MpuU yCTaHOBKE cepBepa aBTOpU3aL M MporpaMMa yCTaHOBKM TaKKe Mo yMosi-
YaHU1Io NpeasiaraeT YCTaHOBUTb Ha 3TOT KOMMbIOTEP KOHCOSb YNpaBfieHns. B AaHHOM
Cflyyae 3TOT KOMMbIOTEP MOXKET UCMO/Ib30BaTbCA B KauecTse pabouero Mecta AUB.

& BHumaHue! [lonyckaeTcs ycTaHoBKa cepBepa aBTopusauuu Ha BM, Ho pacnonaraTb ero Ha 3a-
wywaemom vGate cepBepe He pekoMeHayeTcs.

Ecnv npeanonaraercsa pa3sMeleHne cepsepa aBTopM3aumm B CepBepHOM MOMeELLEHUN
(B uensx cobniogeHuss HeobxoauMbiX TeEMMNEpaTypHbIX YCIOBUN WX peanusaunm
OpraHM3auMOoHHbIX Mep MO 3allMTe KOMMNbIOTEPOB BHYTPU 3aLLMLLAEMOro NnepnumMeTpa),
To paboyee Mmecto AUB opraHu3yeTcsa Ha OTAENbHOM KOMMNbloTepe. B 3ToM cnyyae B coc-
TaB kamMeHTckoro MO, NOMMMO areHTa ayTeHTUdMKauMM, BXOAUT TakXe KOHCOMb
ynpaBfieHusl, KoTopas A4o/MKHa bbITb YCTaHOBNEHA Ha KoMnbioTep AUB.

Mpumeyanue. Ha apyrue KoMNblOTepbI, BXOASLLME BO BHELIHWI NEPUMETP CETU aAMUHUCTPUPOBAHHS,
npu ycTaHoBKe knneHTckoro MO KOHCONb ypaBneHus He YCTaHaBMBAETCS.

vGate R2 1 0
PykoBoacTBO agMMHMUCTpaTopa. [pnHumnbl GYHKUMOHMPOBAHUS
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Ocob6eHHocTM ycTaHOBKM VGate npu pa3HbiX apxuTekTypax VCSA

vGate 4.4 MOXEeT MCNoNnb30BaTbCA B BMPTyalbHbIX MH@PACTPYKTypax nog ynpas-
nexHnem vCenter Server Appliance Bepcuii 6.5, 6.7 n 7. Huxe nepeuncneHbl noa-
OepXunBaeMble apxmTeKTypbl VCSA 1 xapaKTepHble A5 HUX 0COBEHHOCTU YCTaHOBKM
Mo vGate.

VCSA co BcTpoeHHbIM PSC, pasBepHyTbIii Ha NpUHagneXxawem emMmy
ESXi-cepBepe

vCSA

Platform Servicies
Controller

L.

viCenter

Puc.1 vCSA co BcTtpoeHHbIM PSC Ha npuHaanexawem emy ESXi-cepsepe

Mpn ycraHoeke MO vGate 3anpawmBalOTCAa YYeTHble AaHHble Ans8 AocTyna K
PhotonOS.

vCSA c BHewwHum PSC, pa3sBepHyTbIM HAa NpuMHagnexawem emy ESXi-

cepsBepe
vCSA Vi
|1 Platform Servicies
vCenter Controller

t )

Puc.2 vCSA c BHewnHuM PSC Ha npuHaanexauwem emy ESXi-cepsepe

Mpu ycrtaHoBke MO vGate 3anpawuMBalrTCA Yy4yeTHble AaHHble Ans [octyna K
PhotonOS.

vGate R2 1 1
PykoBoacTBO agMMHMUCTpaTopa. [pnHumnbl GYHKUMOHMPOBAHUS
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VCSA co BcTpoeHHbIM PSC, pa3sBepHyTbii HAa HE NpUHaaneXxawem
emy ESXi-cepBepe

vCSA

Platform Servicies
Controller

.+
vCenter

Puc.3 vCSA co BctpoeHHbIM PSC Ha He npuHaanexawem emy ESXi-
cepBepe

Mpwn ycraHoske MO vGate 3anpawmnBaoTca napaMeTpbl NoAKI4YeHns kK ESXi-cepsepy
M YUYETHbIEe AaHHble ans goctyna K PhotonOS.

VvCSA c BHeuwwHum PSC, pa3sBepHyTbiM Ha HEe NpUHaanexXxaiuem emy

ESXi-cepeepe
vCSA VM
vCenter o | Platform Servicies
Controller

Puc.4 vCSA c BHewnHuMm PSC Ha He npuHaanexauwem emy ESXi-cepBepe

Mpwn ycraHoske MO vGate 3anpawmnBaoTca napaMeTpbl NoakatodeHns Kk ESXi-cepeepy
M yYyeTHble AaHHble Ans goctyna k PhotonOS.

vGate R2 1 2
PykoBoacTBO agMMHMUCTpaTopa. [pnHumnbl GYHKUMOHMPOBAHUS
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vCSA High Availability, passepHyTbin Ha npuHagnexawem emy ESXi-
cepeepe

vCSA, vCSA

vCenter (active) vCenter (Passive)

t )

Puc.5 vCSA High Availability Ha npuHaanexawem emy ESXi-cepBepe

Mpu ycrtaHoBke MO vGate 3anpawuMBalrTCA Yy4yeTHble AaHHble A1 AocTyna K
PhotonOS. Mocne ycraHoBkM vGate Ha naccMBHOM y3ne knacrepa cepsepos vCenter
cepBuCbl VSphere oCTaHOBNEHbI.

vCSA High Availability paseepHyT Ha He npuHaanexawem emy ESXi-
cepsepe

vCSA vCSA

vCenter (Active)

vCenter (Passive)

Puc.6 vCSA High Availability Ha He npuHaanexxawem emy ESXi-cepBepe

Mpu ycrtaHoske MO vGate 3anpalwinBatoTcs napameTpbl noakodeHus K ESXi-cepsepy
M y4YeTHble aaHHble ansa goctyna Kk PhotonOS. Mocne ycraHoBkn vGate Ha NacCMBHOM
y3ne knacrepa cepsepoB vCenter cepBucbl vSphere ocTaHOBNEHbI.

vGate R2 1 3
PykoBoacTBO agMMHMUCTpaTopa. [pnHumnbl GYHKUMOHMPOBAHUS
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vCSA High Availability passepHyT Ha HECKONbKMX NPUHaANeXauwnx
emy ESXi-cepBepax

vCSA wCSA

v enter [active) vCenter (Passive)

NS N

Puc.7 vCSA High Availability Ha Heckonbkux npuHagnexawmnx emy ESXi-
cepBepax

Mpn ycraHoBke MO vGate 3anpawmBalOTCAa YYeTHble AaHHble A1 AoCTyna K
PhotonOS. Mocne ycraHoBkn vGate Ha maccMBHOM y3/ie Knacrepa cepsepoB vCenter
CcepBuCbl vSphere oCTaHOB/EHbI.

vCSA High Availability pasBepHyT Ha HECKOJIBKUX He
npuHaanexawux emy ESXi-cepeepax

vC5A vCSA

vCenter (active)

NS N

Punc.8 vCSA High Availability Ha HeckoNIbKMX He NpMHaaneXxawmnux emy
ESXi-cepBepax

viCenter (Passive)

Mpw ycraHoBke MO vGate 3anpawmBarOTCa NnapaMeTpbl MNoagkItoyeHns Ko scem ESXi-
cepBepaM U y4yeTHble AaHHble gnsa gocryna Kk PhotonOS. Mocne ycraHoBku vGate Ha
MaccMBHOM y3/e Knacrepa cepepos vCenter cepBucbl vSphere octaHOBNIEHbI.

vGate R2 1 4
PykoBoacTBO agMMHMUCTpaTopa. [pnHumnbl GYHKUMOHMPOBAHUS
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[maBa 3

dPyHKUMOHaNbHbIe BO3MOXHOCTH vGate

vGate R2

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS

NO vGate Bepcuun 4.4 nocraenseTca B Tpex pegakumax: Standard, Enterprise u
Enterprise Plus. vGate Enterprise u Enterprise Plus npeacraesnaioT coboii pacliun-
peHHble Bepcun vGate Standard 1 cogepxat 4ONOAHUTENbHbIN DYHKLMOHAN A5 ocy-
L ecTBNeHMS 3alWuTbl BUPTYyasbHON MHMPACTpyKTypbl. B cpaBHuUTenbHon Tabnuue
NpUBOANTCS NOJHbIN NepeyeHb PYyHKUMOHaNbHbIX BO3MOXxHocTel N0 vGate.

vGate vGate vGate
DYyHKUMA - .
Standard Enterprise | Enterprise Plus

PaspeneHve npas Ha ynpasneHue BUPTY-
anbHON MHMPACTPYKTYpOI 1 Ha ynpas- + + +
neHne 6e3onacHoOCTLI0
AyTeHTUdUKaLMS aAMUHUCTPATOPOB BUPTY-
anbHON MHMPaCTPYKTYpbl, aAMUHN- + + +
CTpaTopoB MH(MOPMaLLMOHHOM
6e30MacHOCTN 1 KOMMbIOTEPOB
MonHOMOYHOE yrpasreHue A0CTYNOM K + + .
KOHdUAEHUManbHbIM pecypcam
Monuntnkmn 6e3onacHOCTN CpeacTs ynpas-
NeHNs BUPTYarbHON MHPPACTPYKTYpPOn U + + +
06BbEKTOB 3aLUMLLAEMOro NepuMeTpa
KOHTpOnb LLenocTHOCTU KOHUrypaumm + + +
BM, noBepeHHas 3arpys3ka
Pernctpaumnsa cobbitnin, CBA3aHHbIX C + + +
MHMOpMaLMOHHONM 6e30MacHOCTbI0
LleHTpann3oBaHHOEe ynpasieHue u ayanT + + +
cobbITnii 6e3onacHoCTH
OTnpaska yBefoM/IEHNI 0 COBbITUAX

+ + +
ayauTa no nportokonam SMTP n Syslog
ABTOMaTM3auMs pa3BepTbiBaHMS areHToB

+ + +
vGate
Pe3epBHOe KonnpoBaHue KoHbUrypaumm un + + +
XypHana cobbitnn vGate
YnpaBneHune HeCKONbKMMN cepBepamm ) + +
aBTopu3aumn vGate ofHOBPEMEHHO
CMHXpOHM3aLMs HaCTpOeK CEpBEPOB ) + +
aBTopuM3aumm
opsiuee pesepBUpoOBaHNE cepBepa aBTOpU-
3aumn vGate AnS NOBbILEHMS OTKa- - + +
30yCTONYMBOCTHU
Mopaepxka vCenter Linked Mode - + +
Monpepxka VMware Auto Deploy - + +
Mopaepxka vCenter High Availability - + +
MoaroToBKa OTYETOB O COCTOSHUMU U ) ) +
cobbimnax b
MOHUTOPUHI BUPTYanbHOWN ) ) +
MHbPacTpyKTypbl
CermMeHTUpOBaHMe CeTn - - +
CkaHupoBaHune ESXi-cepBepoB Ha COOT- ) ) +
BETCTBME NONUTMKaM 6e30mnacHoCTH

15
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PaspeneHne agMUHUCTPATUBHBLIX PYHKLMUN

A

B vGate peanusoBaH NpuUHUWN pasgeneHus ponen — pasgefnieHne npas Ha ynpas-
NleHne BUPTYanbHOW MH@PACTPYKTypol M ynpasneHne nHdopmaumoHHon 6esonac-
HOCTbHO.

Mpn ycTtaHoBKe cepBepa aBTOpM3auumn vGate (CM. LOKYMeHT [2]) co3haeTcs yyeTHas
3anuncb rNaBHOro agMMHMUCTpaTopa MHdopMaunoHHoM 6e30nacHoCTu.

BHumanme! Ponb rnasHoro AVB Tonbko ogHa 1 He MoxeT 6biTb nepeaaHa apyromy AUB. YuyeTHas 3anuch
rnasHoro AVB umeeT psia npuBUNErvin No cpaBHeHmio ¢ apyrumn AVB. Tonbko aTa yyeTHas 3anuch 06-
napaet npaBamu fobaenaTte [P Ans BHELWHEro agantepa OCHOBHOMO Ui PE3ePBHOrO CepBepa aBTopu-
3auuu, a Takxe pefakTUPOBaTh YYeTHYHO 3anuck rnasHoro AMB. OgHako 3 coobpaxeHnii GezonacHoCTy
rnasHblit AVB He UMeeT JoCTyna K BUPTYanbHON MHPPaCTPYKType.

N3HauanbHO rnaeHbli AUB pacnpegensieT npasa Mexay nonb3oBatensmu vGate,
MCNOoMb3ys A5 3TOro ABe OCHOBHbIE PONN — aAMWUHWUCTPATOp BUPTyanbHOW MHMpa-
cTpykTypbl (ABU) n agMmHuncTpaTop nHdopmaunoHHom 6esonacHoctn (AUB).

JaHHble ponu obnaaatot cieayrowmMMm NoOJIHOMOYNAMN.

Ponb | MonHoMounsa

AUB e [InCcKpeunoHHOe pasrpaHmnyeHmne ocTyna K CpeacTsBaMm yrpas/ieHuns
BUPTyalbHOM MHMPACTPYKTYpPOIA.

e HacTpolika N0OSTHOMOYHOrO ynpasneHnsa A0CTYNOM K KOHdUAeHUManbHbIM
pecypcam.

e YnpasneHue nonmMTMkamm 6€30nacHOCTU CPEACTB ynpaBieHns BUpTyarnbHOMN
MHMPacTPYKTYpoO 1 06BEKTOB 3aLUMLLAeMOro nepmumMeTpa.

e AyaunT cobbiTnii 6e3onacHoCcTH.

e HacTtpoiika vGate.

e YnpasneHune yyeTHbIMM 3anNncsaMu nonb3osatenen (cosgaHune, yaaneHume,
penakTMpoBaHue), KpoMe y4eTHOM 3anmncu rnasHoro AUB.

e HacTpovika n ynpaBneHue pe3epBHbIM CepBepOM (MPU ero Hannuum).

e [1pOCMOTP HacTpPOEK 3/1EMEHTOB yrpaBneHns BUPTyanbHOW MHMPACTPYKTYpOn C
NOMOLLbIO CpeacTB ynpasneHus VMware vSphere.

e HacTtpoiika npasun duabTpaummn ceTeBoro Tpaduka

ABMA e YnpasneHue BMpTyanbHON MHGHPACTPYKTYPOI C MOMOLLbIO CPEACTB YNpaBieHus
VMware vSphere.

e Bbibop ypoBHS KOHDUAEHUNANBHOCTM ceccmmn npu pabote ¢
KOHMAeHUNanbHbIMN pecypcamm (A1 UCNONb30BaHMS AAHHOW BO3MOXHOCTH
HeobxoaMMa HacTporika vGate, No yMonyaHUo YHKLNS OTKIIOYEHA).

e HacTpovika yyeTHom 3anncu AVB ans npocMoTpa HacTPOeK 3/1eMEHTOB
ynpasneHuns BUpTyanbHOM MHGMPACTPYKTYPOI C MOMOLLLIO CPEACTB yrpaBieHuns
VMware vSphere

MpumeyaHue. B 0THOLLIEHWM yka3aHHbIX BbiLLe ponell B vGate npuHsiTa creaytoLyast TEpMUHOMOTUS:

o "AgMuHucTpaTop" — NONMb30BATENb, BLIMOMHAIOWMA (DYHKLMWM agMUHUCTPAToOpPa WHGOPMALMOHHOM
BesonacHocTm.

* "Tonb3oBaTenu" —agMMHUCTPATOPbI BUPTYanbHON MHPACTPYKTYpbI.

NonHoMo4HOe ynpaBneHue [OCTYNOM K KOH(bMaeHUNan bHbIM

pecypcam

vGate R2

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS

B vGate peanvsoBaHO MOMHOMOYHOE YMnpaBfieHWe AOCTYMOM K KOH(MUAEHUNANbHbIM
pecypcam.

Mpwn BbINONHEHMW psfa CTaHAAPTHbIX onepauuin ¢ obbekTaMm BUpTyanbHOW nHdbpa-
CTPYKTYpPbl OCYLLECTB/ISIETCA CpaBHEHMe MeTOK 6e30MacHOCTM y4YeTHbIX 3anuceii ABU
M pecypcos.

MeTkun 6e30nacHOCTM Ha3Ha4alTCs CNeayrLWmnM pecypcam:
e 3awwmwaembln ESXi-cepsep;
e XpaHunuuwe BM;

16
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e BUpTYyaNbHas MalIWHa;
e (U3NYECKUI CETEBOW adanTep;
e BUpPTYa/bHas /loKafbHas CeTb;
e rpynna obbeKkToB.

Buabl MeToK 6e3onacHoCTH

B vGate MoryT ncnonb3oBaTbCs cneayrouwme Bubl METOK 6e3onacHocTu.

MeTka OnucaHue
Uepapxmueckan ConepXXWUT TONbKO OAWH YPOBEHb KOHMUAEHUMANbHOCTH
MeTKa

Heunepapxunueckasn Conep>XUT O4HY NN HECKONbKO paBHOMPaBHbIX KaTeFOpMVI
MeTKa KOH(bVI,D,EH LUMnanbHOCTH

CocraBHaa Metka | CoaepXUT OLHOBPEMEHHO OAMH YPOBEHb KOHMDUAEHLMANTBHOCTU U
OfHY WJIN HECKOJIbKO KaTeropmni KoHduaeHunanbHoOCTH

YpoBeHb KOH(MMAEHUMNANIbHOCTU XapaKTepusyeT YypoBEHb A0CTyna MpUMEHM-
TeNbHO K pecypcy 1nm ypoBeHb A0MycKa K pecypcy NpuMeHUTENbHO K NOSb30BaTENIo.

B cucreme MOrytT wucnonb3oBaTbCA cneaylowme YpoBHU KOHPUAEHLMANbHOCTU
(ykasaHbl B nopsiake BO3pacTaHus):

e HekoHpunaeHUMaNbHO;
e 18 cny>xebHOoro Nosb30BaHus.

KaTeropmsa koHcduaeHUMaNnbHOCTU ornpegenseT NMpuHaaneXHOCTb pecypca wau
AOCTYN nonb30BaTeNs K Hekol rpynne (HanpuMmep, K NoApasAeneHnto KoMnaHum).
MeTka 6€30MacHOCTM MOXET OAHOBPEMEHHO COAepXaTb HECKOSIbKO KaTeropui
KOH(MUAEHUMaNbHOCTU. Hanmume Takoh METKW Yy pecypca roBOPUT O COBMECTHOM
MCMNO/Ib30BaHNM pecypca HECKOSbKUMW pas/iMyHbIMA  rpynnamMm OAHOBPEMEHHO
(Hanpumep, BM MoXeT 04HOBPEMEHHO MCNONb30BaTLCSA ByXrantepuei 1 oTAeN0M Kaa-
poB); Y NONb30BaTeNs — O HaNMUMM AOMYyCKa K pecypcaM HECKOSIbKMX TakuMX Fpynn
(HanpuMep, Nonb30oBaTENb MOXET OAHOBPEMEHHO YNpaBnsTb BM byxrantepum n otae-
Na Kaapos).

Mo yMonyaHul B CUCTEME HaCTpOeH CNWUCOK U3 MNATU KaTeropuvin KOHPWUAEH-
unanbHocTn, 06o3HayeHHbIx ueetoM ("Cununin", "3enenbin”, "Xenteii" n 1. 4.). AUB
MOXET U3MEHUTb CMUCOK AOCTYMHbIX KAaTEropui No CBOEMY YCMOTPEHMUIO.

YnpaBneHue ypoBHeM KOH(hMAEHUMANLHOCTM

Mpn HaCTpPOEHHOM MOSIHOMOYHOM yMNpaBAeHMU AOCTYNOM Ha 6a3e nepapxmyeckmx nam
COCTaBHbIX METOK MOJIb30BaTelb MOXET BbINMOHATL ONepauUun C pecypcamMmmn, YpoBeHb
KOH(MUAEHUNANBHOCTU KOTOPbIX MEHbLIe WN paBeH ero Co6CTBEHHOMY YPOBHHO
KOHMUAEHUNANBHOCTW.

Mpu BKIOYEHHOM KOHTPOJIE YPOBHSA ceccuii (3Ta PyHKUMUSA KOHTponupyeTtcs AVB 1 no
YMOMYaHMIO OTKJ/IOYEHA) MO/b30BaTeNlb MOXKET YMpaBisATb COBCTBEHHbLIM YPOBHEM
KOHMMAEHLMANbHOCTM. [N 3TOro No/b30BaTes/lb MOXET Bbi6paTbh YPOBEHb CECCUM,
PaBHbIA MW HUXKE COBCTBEHHOMO YPOBHSA KOHMUAEHLMANBHOCTM. B 3TOM criyyae nosb
30BaTesNb MNoMyyYaeT AOCTYN K pecypcaM, ypoBeHb KOHMUAEHLMANbHOCTU KOTOPbIX pa-
BEH BblBpaHHOMY YPOBHIO CECCUU.

Onepauuu, pernameHTUpyemMbie PyHKUMEN ynpaBreHUss AOCTYNOM

MonHOMoO4YHOE yrnpasrieHne AOCTYNOM WMCMOMb3yeTCa ANA YrnpaBfeHWs npaBaMu Ha
BbIMOJ/IHEHNE TaKMX Onepauunii, kak 3anyck BM, pegaktnposaHume napamMeTpos BM, pe-
OAKTMpoBaHWe CeTeBbIX NapaMeTpoB U T. 4. B npunoxeHnn K gokymeHTy [2] npea-
CTaBfeH TMOJHbIA nepeyvyeHb onepaunii C KOHdUAEHUMaNbHbIMU pecypcamu,
BbIMOJ/IHEHNE KOTOPbIX perfnamMeHTUpyeTcs NONHOMOYHbLIM YrpaBieHneM 4OCTYMNOoM, a
TaKXXe npueefeHbl YCIoBNSA NX BbINMOSTHEHUS.
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Cnepyet oTMeTUTb, uTO goctyn ABU k ESXi-cepeepy onpeaensieTcs npasuaamu pasrpa-
HuuyeHuns goctyna (MPA).

PaccMOTpUM Ha KOHKPETHbIX MpUMepax NopsAoK rnpeaocraBneHns gocTyna ans 3anyc-
Ka BM.

Mpumep 1. YnpaBneHue 3anyckoM BM npu ucnonb3oBaHUM YypOBHEM
KOHdMAEHLNANbHOCTHN

Ha ESXi-cepBepe c ypoBHEM KOHMMAEHUManbHOCTK "ansa cnyxebHoro nonb3oBaHns",
ON151 KOTOPOro 3aAaH AONOSHUTENbHbIM napaMeTp "Pa3peleHo UcnosHATb BM ¢ MeHb-
wnMm ypoBHeM", ucnonHstotTca BM 1 c ypoBHeM KoHduaeHumnanbHoCcTM "ans cny-
XebHoro nomb3oBaHuMs" wn BM 2 Cc  ypoBHEM  KOHMUAEHLUMANbHOCTU
"HekoHdMaeHUManbHo". PaccMoTpuM, kKakme BM cMoryT 3anyctnte ABM 1 ¢ ypoBHEM
KoHduaeHUnansHocTn "ana cnyxebHoro nonb3oBaHnsa" m ABU 2 c ypoBHeM
KOHMMAEHUNANbHOCTM "HEKOHMUAEHUMaNbHO" .

YCNOEBHBI® OG03HAYEHWURA

YpoEHU
KOH(hMOEHUWANBHOCTH YpPOBHU CEccUM
@ HeKoHtMAEHUMANEHO HK  HekoHtmaeHuMmansHo
OnA cnyxeGHoro
ﬁ‘gﬁhﬂﬁii:mn AN honssoBanms

Mpn BKJIIOYEHHOM KOHTpPONie YypoBHS ceccu ABW 1 MoxeT 3anyckatb o06be BM
(BM1wnBM?2), BoibpaB ypoBeHb KOHMOUAEHLMANbHOCTU CECCMU, COOTBETCTBYIOLWNN
YPOBHIO KOHdMaeHumnansHoctn BM. ABW 2 cMOXeT 3anyctuTb Tonbko BM 2;
3anyck BM 1 gna Hero 3anpeLueH.

vGate R2 1 8
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MpuMmep 2. YnpaBneHue 3anyckoMm BM npu mcnosb3oBaHUM KaTeropum
KOHdMAEHUNANbHOCTHN

MpumeyaHue. KoHTponb AOCTYNa Mo KaTeropusim KoHMUAEHUNANEHOCTY N0 yMONYaHMIo OTKIoYeH. flaH-
Hast PYHKLMS MOXET BbITb HaCTPOEHa U BKtoueHa AMB ¢ NoMOLL b0 KOHCONYW ynpaeneHus vGate.

Ha ESXi-cepBepe, snstowiemcst obwmnm ana kateropmii "KpacHbiin" n "CuHuin", ncnon-
HatoTca BM 1 c kaTeropueii "KpacHbin" n BM 2 c kaTeropueit "CuHnin".

wy
[
*y
w.

y
",

Cza)m 1 ESXi-cepeep %

=
-
=
-
L]
-

YCnoEHble 0603Ha4YeHUA

@ MeTka ¢ KaTeropuamMmu "KpacHbeli" u "CUHHUIA"

@ MeTka ¢ kaTeropuvel "KpacHeIA"

@ MeTka ¢ KaTeropved "CHHUMA"

ABW 1 MoxeT 3anyckaTb Tosibko BM 1; ABU 2 — Tonbko BM 2.

Mopsaok HasHauyeHUsi MeTOK 6e30MacHOCTH

MeTkn 6e3onacHOCTM Ha3sHavyaeT AVB C MOMOLL b0 KOHCOM YNpaBieHus B npoLecce
HacTtporikn C3UN (cM. pasgen "HacTtponka MO/HOMOYHOrO ynpasfeHus AOCTYNOM K
KOHbMAeHUManbHbIM pecypcam" B JokyMeHTe [2]).

BHOBb cO34aBaeMbliM BMPTyasbHbIM MalnMHaM MeTkM 6e30nmacHOCTM npucBanBaloTCcs

aBTOMaTMyeckn (cM. pasgen "lepeyeHb OCHOBHbIX oOMepaunun C KOHMUAEH-
LManbHbIMU pecypcaMm U yCnoBUS UX BbIMOHEHUS" B MPUNOXEHUN K AOKYMEHTY

[2D).
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BapuaHTbI npuMeHeHUs hyHKLMM yNpaBreHns JOCTYNoM

1. PasrpaHuuyeHue nocryna ABMU k pecypcam pa3HbiIX OTAEN OB

[ns pasrpaHnyeHns 4OCTyna K pecypcaM pasHblX OTAEN0B NMPUMEHSIOTCA Henmepapxm-
yeckune MeTKuU. Ha prcyHKe nokasaH npuMep HacTpPonKM Hemepapxmyecknx MeToK Ans
Takoro cnyyas.

Byxrantepus /

OTgen npogax Otaen paspaGoTku OTaen kagpoe

E,0N oP oK

ESXi-cepeep ESXi-cepeep ESXi-cepeep

pNIC OK

D

XpaHunuwe XpaHunuwe Xpanunuuwe

E,0N, 0K QP

ABW ABK

YenoEHble 0603Ha4YeHURA

@ Eyxrantepus OTaen kagpoe
OTgen npodax OTaen pazpaGoTkn

B npuMepe oTaen kaapoB 1 oTAen pa3paboTkn MMelT no cobctBeHHoMy ESXi-cepeepy,
a byxrantepus n otaen npoaax nmeroT obwmnin ESXi-cepsep.

MosicHeHue. B npumepe cTaHaapTHbIE KaTeropun KOHUAEHUMANBHOCTY NepeonpeaeneHbl Nog 3aaaqn
nonb3oBaTens.
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2. PasrpaHunuyeHume pocrtyna ABU Kk HekoHdMAaeHUMaNbHbIM CBeAEHUSM
U NnepcoHasbHbIM AaHHbIM

[na pasrpaHuueHus poctyna ABW K NepcoHanbHbIM A@HHbIM U HEKOHUAEH-
UManbHbIM CBEAEHMAM UCMONb3YIOT Mepapxnyeckme MeTku. Ha pucyHke nokasaH npu-
Mep HaCTPOMKM nepapxmuecknx METOK /1S TaKOro cyyas.

CermeHT obpaboTrK mﬁ;’ﬁ:;ﬁﬁ:ﬁg{“xi
NepcoHanbHbIX OaHHBIX e

$ j

EsXi-cepeep ESXi-cepeep

HK
pNIC

acn
KFIGHHHHI.I.IE xpaHHﬂHI.I.IE
- -
acn HK
ABH ABH

YenoBHble 0503HAYEHWA

OnsA cnyxeBHOro NonNkL30BaHWA
@ HekoHtbngeHUHANBHO
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3. Pasrpanumuenme paocryna ABU k HekOHdMaeHUMaANbHbIM CBeAEHUSM
M NepcoHasibHbIM AlAHHbIM, o6pabaTbiBaeMbIiM B pa3HbIX oTAeNnax

MHoraa HeobxoaMMOo pa3rpaHnUnNTb AOCTYM HE TOMbKO K pecypcaM pasHbliX OTAENOB,
HO U K MHDOPMaLIMKN Pa3HOro YPOBHSA BHYTPW OAHOrO OTAENa.

B 3TOM cniyyae npuMMEHSIOT COCTaBHbIE METKMU.

Monutnkn 6e3onacHocTH
Nonutnkn 6e3onacHOCTM, peanm3oBaHHble B vVGate, KOHTPONUPYIOT KPUTUYHbIE ANs
6e3o0nacHOCTM BUPTYyanbHOM cpeabl HacTponku ESXi-cepeepos 1 BM.

[na NpocToTbl MCNOMb30BaHMA NONNTUKKN 6e30nacHOCTV 06beAnHEHbI B TUNOBbIE Ha-
6opbl nonMnTUK (MAn wabnoHbl). C NnoMowblo Taknx WabnoHOB MOXHO 6bICTPO Hac-
TPOUTbL 3aWNUTy BUPTYanbHOM Cpeabl B COOTBETCTBUM C TpeboBaHUSMU OTpacieBbiX
craHgaptoB (Hanpumep, Takmx kak PCI DSS n CTO BP WBBC), 3akoHOM O nepco-
HanbHbIX AaHHbIX, TpeboBaHmamm OCTIK Poccun gna KoHkpeTHoro knacca AC n peko-
MeHaaumammn npouseogmTens (Takmumm kak VMware vSphere 6.7 Security Hardening
Guide un CIS Security Configuration Benchmark for VMware vSphere (ESXi 6.5)).

B 3aBMCMMOCTU OT cneundukn npeanpusatus wabnoHbl MOryT UCMO/Ib30BaTLCA B Jit0-
60M couyeTaHun. Kpome Toro, AVIB Mo cBOEMY YCMOTPEHMIO MOXET MPUMEHATL MOMN-
TUKM B WabnoHe BbI6OPOYHO, T. €. BK/IKOUMUTbL HEO6XOAMMbIE MOMMTUKM U OTKIHOUNTL
Heucrnonb3lyemble.

HasHaueHue chopMmpoBaHHOro Ha ocHoBe wabnoHoB Habopa MOAUMTUK OCyLlec-
TB/ISIETCA HANpPsMY0 Ha 06beKTbl MK FPynnbl 06bLEKTOB.

CnepyeT OTMETUTb, YTO N3 Habopa NOANTUK, Ha3HauYeHHbIX 06beKTy, AN Hero AencT-
BYIOT TOIbKO MOJSINTUKN, NpeaHasHadeHHble ans aToro obvekTa: ana ESXi-cepsepa —
nonntnkn ESXi-cepeepa, onss BM — nonntuku BM.

Kaxkaas n3 nonMTuk B Habope MoXEeT HaxoANTbCS B OAHOM U3 ClieAy oL MX COCTOSIHUIA :
e BKJ/IlOYeHa (NnonuTuKa AEACTBYET);
e OTK/IO4YeHa (NoMTMKA HE AENCTBYET).

KOHTpOﬂb UeJqIOCTHOCTU U AoBepPeHHan 3arpy3kKa

Onsa obecneveHnsa KOHTPONS LLENOCTHOCTU MPOrpaMMHON cpefbl U AOBEPEHHOW 3a-
rpy3ku OC BupTyanbHbIX MawuH B vGate Ha kaxapli ESXi-cepBep ycTraHaBnmMBatoTCs
KOMMOHEHTbI, BbIMOSHSAOWMNE criegytowme 3anTHble QYHKLNK:

e KOHTpO/b LEeNoCTHOCTN HacTpoek BM nepep ee 3arpy3kon.
e  KOHTpO/b LEeNoCTHOCTN CHUMKOB ToUek BM.
e KoHTposnb uenoctHoctn obpasa BIOS BnpTyanbHOM MalnHbI.

e [loBepeHHas 3arpyska OC — OCyLLEeCTBASETCA MYyTEM KOHTPO/S LEeIOCTHOCTM
3arpy304HOro CEKTOpa BUPTYyasibHOMO AMCKa.

e KOHTPOSb LEenocTHOCTM WwabnoHa BUpTyasibHOM MaLUUHbI.
e KOHTpOsb LenocTtHocTn obpasa BIOS wabnoHa BUPTyanbHON MaLLUWHbI.

e KOHTPO/b LENOCTHOCTM 06pasoB BUPTYasibHbIX AUCKOB LWA6MIOHOB BUPTYasbHbIX
MallWH.

e KOHTpOJIb LLIeIOCTHOCTM haitfioB KoHdUrypaummn ESX-cepeepa.

Cogert. [Ins obecneyeHusi NOMHOLEHHON 3aLUTbl BUPTYarnbHbIX MawwmH oT HCLl pekomerayeTcs gonon-
HWUTENBHO pa3BepPHYTb Ha kaxaoi n3 Hux C3M Secret Net Studio.
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Peructpaumsa cobbiTM HhopMaLMOHHON 6e30nacHOCTH

B vGate cobbiTna 6e30nacHOCTM perncTpmpyoTca AN BCEX 3allMLiaeMblX KOMMbHO-
TepoB, B TOM YMC/IE U KOMMbIOTEPOB, OTHOCALUNXCS K CPeACTBaM yrnpaBieHUs BUPTY-
anbHOW MHMPACTPYKTYPON.

CobbITUS XpaHATCA Ha cepBepe aBTopu3aumm LEHTPaIM30BaHHO, B XXYpHase cobbiTui
6e3onacHocTn. Perucrpupyembie CO6bITUS OMUCHIBAOTCA PAAOM XapakKTepuUcTuk
(cM. pazgen "XapakTtepuctnkm cobbeiTmin" B fokymeHTe [2]).

vGate pacrionaraeTt cpeacTBaMu oT6opa M MpocMoTpa cobbiTU U3 XypHana 6e3o-
NacHoCTy.

LleHTpanu3soBaHHOe ynpaBreHne u ayauT

Ona ueHTpann3oBaHHOIo ynpaBfeHMs U ayanTa UCNOJb3YIOTCA KOHCOMb YN paBneHus
1 Beb-koHconb vGate.

C nomoLL b KOHCONM ynpasneHus AUB MOXeT BbINONHATL cieaytowme GyHKUNN:

e [pepoctaBneHne npas AOCTyNa K 3aliMuiaeMblM o6beKTaM.

e HacTpoWka NnoNHOMOYHOrO ynpasieHns 4OCTYMOM.

e Hacrpolika nonmTmnk 6e3onacHoCTu.

e HacTtpoWka u NpocMOTP XXYPHAaNoB perncrpaunm coboiTnii.

e O6HOBNEHME KOHTPOJIbHbIX CYyMM KOHMUrypauun BM, wabnoHos BM n ESXi-cepse-
pOB.

e YnpaBneHWe y4yeTHbIMM 3anMCsSMM NOMb30BaTENEN M KOMMbIOTEPOB (KpOME y4eT-
HOWM 3anucu rnasHoro AUB).

W3 coobpaxeHuin 6e3onacHocTu rnasHbIin AV He MOXET ckaunBaTh hainbl BUPTYasbHbIX MaLlUWH M CO34a-
BaTb Ha3HaYeHHbIE 3a/1aHus.

B Be6-koHconm vGate gocTynHbl cnegyowme GyHKUNK:

e  MOHWUTOPUHT cObbITUI B BUPTYyanbHOM MHMPACTPYKTYype.

e YnpaBfieHne HacTpoNKaMu CerMEHTMPOBAHUS CETU.

e Hacrpoika n NnpocMOTp XXYypHanoB perucrpaummn cobbiTMin U OTYETOB.

e YnpaBfneHune y4yeTHbIMW 3anncsaMm nosb3oBaTenei.

e [lpoBepka coOTBETCTBUA 3awumnLLaemMblx ESXi-cepeepoB nonMtnkam 6esonacHocTu.
Bce HacTponku XpaHATCs LLeHTpannu30BaHHO Ha cepBepe aBTopu3aumn vGate.

NMoaroTtoBKa OoT4YETOB

JaHHasa dyHKumna goctynHa Tonbko B vGate Enterprise Plus.

B vGate peann3oBaHa BO3MOXHOCTb MOCTPOEHUS OTYETOB, KOTOPbIE MO3BOJIAIOT B JIH0-
60/ MOMEHT MONYUNTb aKTyanbHY MHMOPMALMIO O TEKYLLEN INLLEH3UU, COCTOSSHUN
HacTpoek 6e30MacHOCTU, COOTBETCTBUMN O6BbEKTOB BUPTYasibHOM MHMPaCTPYKTypbl U
nonMTuK 6e3onacHoCTK, a Takxe 06 M3MeHeHMAX KOHdUrypaunum u nponsoweamx
CobbITMAX WMHEOPMALMOHHOM 6e30MacHOCTM 3a OonpefesieHHbIA MPOMEXYTOK Bpe-
MEHMU.

vGate nossonsetr nogobpate ONTUMasnbHbIM AN KaXXA0W KOMNaHuW BapuaHT odop-
MNeHns oTyeToB (BbibpaTb LBeTOBOE OdOpMIieHME oT4yeTa, A06aBUTb Ha3BaHUE U
NIOroTMN KOMAaHuu Ha bnaHk oTtyeTa).

MoAroToBAEHHbIN OTHET MOXHO BbIrpy3uTh B cneayowmne dopmaTthl:
e (hann Adobe Acrobat (PDF);
e ¢anin Excel (XLS).
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ABTOMaTM3aUuA pa3BepTbiBaHUA

A

vGate coaepXXuT BCTPOEHHbI KOMMOHEHT ANs aBTOMaTM3aLMy pa3BepTbiBaHUS areH-
ToB vGate Ha Bcex 3almuaemblx ESXi-cepBepax, 3apermcrpupoBaHHbix B vCenter.

KomnoHeHT "Cnyx6a pa3sepTbiBaHuns vGate" ycTaHaBiMBaeTcs aBToOMaTtudeckn npm
yCTaHOBKe KOMMOHEHTa 3awmnTbl vCenter.

BHumanwue! vGate Standard no3sonsieT ocywlecTBnsTb 3alWyuTy TOMBKO 0AHOr0 cepeepa vCenter. Ecnv B
KOMMaHuM 3KCMNyaTUpYITCS HECKOMbKO cepBepoB vCenter, 06beAMHEHHBIX C NTOMOLL L0 pexuma VMware
vCenter Linked Mode, HeoBxoanMo yCTaHOBUTbL KOMNOHEHT 3alLuThl vGate Ha kaxablid U3 HUX. dTa yHK-
Lust focTynHa Tonbko B vGate Enterprise (cM. pasaen "®yHKLMOHAMbHbIE BOSMOXHOCTU" B JOKyMeHTe [1]).

YnpaBneHue HeCKONbLKUMU cepBepamMu aBTopusaumm

JNaHHasa dyHKuns goctynHa Tonbko B vGate Enterprise n Enterprise Plus.

Peanv3oBaHa BO3MOXHOCTb MOAKJIOUYEHUS areHTa ayTeHTUdUKaUMM K HECKOIbKUM
cepBepaM aBTopu3aumn vGate. YnpasneHune KaxblM CEpBEPOM aBTOPU3aLIMK OCyLLec-
TBNISAETCS C MOMOLLbIO OTAENbHOW KOHCONMWU ynpasneHuns. KoHconb ynpaBneHus, ycra-
HOBJIEHHAs! Ha CepBepe aBTOpM3aLMK, MOXKET NOAKIIYATLCA TOMBKO K 3TOMY CEpBEPY
aBTOpU3aLuu.

MpumeyaHue. CepBepbl aBTOPU3ALMM JOMKHBI NPUHAANEXATL OOHOMY AOMEHY MO0 JOBEPEHHBLIM [0-
MeHam.

CUHXpPOHM3aUma HaCTPOeK CepBepoB aBTOpPM3aLUm

JaHHas dyHKuna goctynHa Tonbko B vGate Enterprise n Enterprise Plus.

vGate noaaepXxnBaeT 04HOBPEMEHHYIO paboTy areHTa ayTeHTUdUKALMM C HECKOSTb-
KUMKW CcepBepaMy aBTopu3aumun. AgMuHuUcTpaTop vGate MOXET BKAUUTb CUH-
XPOHM3aLMI0 METOK 6e30MacHOCTM, YUETHbIX 3anuceit nosib3oBaTesnieit, MonuTUK
6e30MacHOCTN 1 rpynn 06bEKTOB MeXAy STUMU CepBepaMu aBTopusauum. MNpu Heao-
CTYNMHOCTM OAHOMO U3 CEpBEPOB aBTopu3auumn AUB MOXET BbIMOMHUTL NOAK/OUYEHME
K NtoboMy ApyroMy cepBepy aBTop13aunm ns neca.

PesepBupoBaHue cepBepa aBTOpU3aLum

vGate R2

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS

JaHHasa dyHKuna goctynHa Tonbko B vGate Enterprise n Enterprise Plus.

Ons obecneyeHns 0TKa30yCTOMUYMBOCTU CEPBEPOB aBTOpU3aLmMm vGate npuMeHsieTcs
ropsiuee pesepeBupoBaHue. B ciiyyae BbIxoda M3 CTpPOSi OCHOBHOrO cepBepa aBTOpU-
3aummn (oTKas obopyaoBaHuUs, cucTteMbl nnm cnyx6 vGate) pesepBHbIN cepBep aBTO-
MaTM4YeCKn NPUHUMAET BCE ynpaBNieHne Ha cebs. MonyumnB ynpaBneHue, pe3epBHbli
CcepBep HaumMHaeT BbINOMHATL BCe DYHKUMM MO ynpaBneHuto vGate n aBTopmsaumm
aAMUHUCTPATOPOB BUPTYasibHOM MHMPaCTpyKTypbl.

Takum obpasomM, paboTa cuctembl He 6noknpyeTca Hagonro. NocKoNbKY Ha pe3epBHOM
cepBepe XpaHUTCS akTyasbHast UHgopMaums 0 KOHPUIrypawumMm CUCTEMbI, YYETHbIX 3a-
nucax M T. 4., 3aMeHa cepBepa aBTOpM3aLMM CTaHET MPaKTUYECKU He3aMeTHOW Ans
ABW, paboTaloLwmnx B 3aLLMLLEHHON BUPTYanbHOW cpeae.

Mocrne BOCCTaHOBNEHWUS UM 3aMeHbl OCHOBHOIO CEpBEpa aBTOPM3aLMU MOXHO Bep-
HYTb YMpaBfeHME CUCTEMOIN 3TOMY CEPBEPY MM OCTaBUTb 3TU YHKLMUM 3a BbIBLLIUM
pe3epBHbIM CEPBEPOM.

MpumeyaHUe. PyHKLMIO aBTOMATUYECKOTO MEPEKIIOYEHNS HA PE3EPBHbI CepBep aBTopu3aLm Heob-
XO[MMO BKITOUMTb B KOHCOMM ynpaenexus vGate R2 (cm. gokymeHT [2]). Mo ymonuaHuio aaHHas yHKLms
OTKIHOYeHa.
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NMoapepxka VMware Auto Deploy

JaHHas dyHKums goctynHa Tonbko B vGate Enterprise n Enterprise Plus.

VMware vSphere Bkntouaet B cebs pyHkumio "Auto Deploy", npegHasHa4eHHyo ans
aBTOMaTMyecKoro pa3ssepTbiBaHUa ESXi-cepsepa. B coctas 10 vGate BxoauT yTununTa
VibModifcator.exe, koTopass no3BonsieT co3gaTb apxuB aksioB yCTaHOBKM KOMMO-
HEeHTOB 3awmuTbl vGate, uTtobbl 3aTtemM nobaBuTb ero B 06bpa3 ESXi-cepsepa, uc-
nonb3yembin VMware Auto Deploy.

MoHuTOpUHr 6e3onacHoCTH

JaHHasa dyHKuna goctynHa Tonbko B vGate Enterprise Plus.

C nomowbto Beb6-nHTEepderca moHnTopnHra vGate ocyuwecrensercs céop n aHanus
AaHHbIX O COBbITUSX Ha 06beKTax BUPTYanbHOW MHGPACTPYKTYpbl: CepBepe aBToOpu-
3aumm vGate, 3awmLlaemMbiX cepBepax, KOMMbOTEpPaX BHELHEro nepuMmeTpa Cetu
aAMUHUCTPUPOBAHMS, Ha KOTOPbIX YCTAHOBJIEH areHT ayTeHTUdukauunm vGate.

PeannsoBaHa BO3MOXHOCTb CO3A4aHUs U TMBKOM HAaCTpoOMKKn npasmn koppenaunu. Mpa-
BWU1a NO3BONSAIOT OTC/IEXKMBATb KOHKPETHbIe COBbITUS, Nponcxoasiumne npu 3ajaHHbIX
YCNOBUSIX B BUPTYyanbHOW MHMPACTPYKTYpE.

[aHHble 0 cpabaTbiBaHWMW NPaBW/I KOPPENSLMU U O COBLITUAX ayanTa B rpacdmnyeckoM
BMAe oTo6paxaloTca Ha naHenm MOHUTOPUHTa B Be6-KoHconm vGate.

CerMeHTVIPOBaHMe cetu

JaHHasa dyHKUuna goctynHa Tonbko B vGate Enterprise Plus.

CermMeHTUpOBaHME CETU NO3BOSSAET OCYLLECTBNATD d)manpau.mo ceTeBsoro Tpad)m Ka B
CETUN BUPTYAJIbHbIX MallWH, B TOM 4YUCNE N pPaCnoOJIOXKEHHbIX Ha pa3HbliX CepBeEpax
BUPTYyann3saunu.

OunbTpaums ceTeBoro Tpadurka OCyLEeCTBASETCA MO NpaBuaaM, HaCTPOEHHbIM B Be6-
KOHconn vGate. MNpaBuna GuabTpaumMn MOryT CO34aBaTbCA AN KOHKPETHOW BUPTY-
aNbHOM MaWMWHblI UKW AN HECKONbKUX BUPTYasbHbIX MaWwunH, o6beAnHEHHbIX B cer-
MEHTbI.

MpoBepka cooTBeTCTBUSA NONUTUKAM 6Ge30MacHOCTH

vGate R2

[NaHHasa dyHKuns goctynHa Tonbko B vGate Enterprise Plus.

vGate no3BonsieT OCyLWeCcTBNATb MPOBEPKY HAa COOTBETCTBME 3awuuaeMbix ESXi-
cepBepoB nonanTnkam 6e30nacHOCTM. BbINOAHUTL CKAHNMpPOBaHME MOXHO B BE6-UHTep-
dence vGate.

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS 25
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CoBmectumocTtb vGate ¢ gpyrumu
npoaoykKramu

Moppepxka padbotbl ¢ VMware View

vGate noaaepxunsaet paboty c VMware View Bepcumn 5.1, VMware Horizon View Bep-
cn 6.1,6.2,7.0,7.1,7.6,7.8 n 7.10. na obecnedenns gocryna View Connection
Server BHYTpb 3alimiiaemMoro nepmmetpa nam gocryna ABU k View Connection Server
TpebyeTcs BbINONHUTbL NpeaBapuUTENbHYO HacTpolky (cM. pasaen "Hacrtpoiika pabo-
Tbl View Connection Server" B gokymeHTe [2]).

Mopaepxka paboTtbl co ctaHaapTHbIM Distributed vSwitch
n Distributed vSwitch Cisco Nexus 1000v

vGate nogaepxuBaeT paboTy CO CTaHAApTHbIM pacnpeaeneHHbIM BUPTYabHbIM ceTe-
BbIM kKOMMyTaTOpoM Distributed vSwitch (DVS), a Takxe ¢ kommyTaTopomM Distributed
vSwitch Cisco Nexus 1000v ot komnaHum VMware. CeTeBon KOMMyTaTop AO/DKEH
6bITb ycTaHosneH go MO vGate.

PeweHnsa ana sawmuTbl BUPTYalibHbIX MallUH

vGate R2

PykoBOACTBO agMUHUCTpaTopa. MpuHLUMNbl hYHKLMOHUPOBAHUS

vGate obecneumBaeT 3aWwuUTy cpedbl aAMUHUCTPUPOBAHUS BUPTYanbHOW WHpa-
CTPYKTYpbl M KOHTPOJIb LIENOCTHOCTU (halifioB BMPTYalibHbIX MallWH, BbiMOJSIHSAEMbIX
Ha 3awumaemblx ESXi-cepepax. [ns obecneyeHns 4OMONHNUTENbHOM 3alUUTbl BUPTY-
anbHbIX MalWlWMH PEKOMEHAYETCSH UCMO/b30BaTb BCMOMOraTes/ibHble CPEACTBA 3alUUThI
nHdopmaunn (Hanpumep, C3U Secret Net Studio). vGate coBmectm c C3U Secret Net
Studio Bepcuii 8.4, 8.5.
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JokymeHTauus

1. CpeacTBo 3awwmTbl MHdopMaumn vGate R2. RU.88338853.501410.01291 1-1
PykoBoacTBO agMMHUCTpaTopa.
MpuHUUMbI GPYHKUMOHMPOBAHUS

2. CpeactBo 3awmTbl nHdopMaumm vGate R2. RU.88338853.501410.012 91 2-1
PykoBoacTBO agMmMHMCTparopa.
YcTaHOBKa, HAacTpoKKa M aKkcnayataums

3. CpeacTso 3awmTbl nHMopMaumm vGate R2. RU.88338853.501410.012 91 3-1
PykoBoACTBO aaMUHMCTpaTopa.
BbiCcTpbI cTapT

4. CpencTBo 3awwmTbl MHPopMaumn vGate R2. RU.88338853.501410.01292 1
PykoBoACTBO nonb3oBaTens.
Pabota B 3awmLleHHON cpeae
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